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Security Copilot

Microsoft Intune * Microsoft Purview

Microsoft Entra * Microsoft Defender External
Microsoft Sentinel Attack Surface Management
Microsoft Defender XDR * Microsoft Defender for Cloud
Microsoft Defender Threat

Intelligence




Copilot in Intune at the center of your IT
lifecycle
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Capabilities in public preview

E*

Copilot assistance for Policy
management and troubleshooting

Summarize the policy, evaluate the impact of the

policy and settings. Identify device issues, compare

devices, understand error codes

( Public preview )

Copilot with Endpoint
Privilege Management (EPM)

Identify potential application risks
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Copilot-assisted device query

Investigate individual device with
real-time data or query inventory
information for your entire device fleet

C Public preview )

( Public preview )

e

Copilot assistance for Surface
Management

Intune recommendations for managed
Surface devices

( Public preview )




Getting started - Security Compute Units (SCUs)

* SCUs ensure reliable
performance for Security
Copilot.

* Provisioned capacity is billed
hourly, overage capacity is
usage-based.

 Seamless integration with
Intune.




Getting started - Access to Copilot in Intune

* Define Copilot roles at setup:
owner or contributor.
:
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Getting started - Intune Suite requirement

* Advanced Analytics (Device
Query)

* Endpoint Privilege
Management (EPM)
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Policy and configuration management (public preview)

* Use Copilot to summarize existing policies with the "Summarize with
Copilot" function.

- Describes the purpose of the policy, its settings, and who is assigned.

* Use Copilot to explore individual settings with the "Copilot" tool.

-Describes the purpose and impact on the user and security of the

configuration. ‘
-Indicates the values recommended by Microsoft for the configuration.

-Evaluates potential conflicts, identifying the policies where this
configuration is also used.

* The Policies and Settings experiences are available in the following
policy types:

- Compliance Policies
- Configuration Policies

- Most Security Policies. ‘
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Demo:

Copilot assistance
for policy and
configuration
management
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Device troubleshooting (public preview)

* With Copilot, the "Explore with Copilot"
function is available on the device page.

* Allows you to summarize device details with a
single click.

* Compare two devices to find the differences in
the following categories: Settings, Compliance,
Apps.

* Understand error codes.
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Demao:
Device
troubleshooting




elected device query with Copilot-assisted in
Intune

Centro de administragio do Microsoft Intune

A Pagina inicial
Investigate device data

Seguranga do ponto de
extremidade

Get near real-time data .

K soluggo e problemas +
suporte

Use natural language to make queries

dimi15@woodgrove.ms °
WOoDGROVE

Pagina inicial > Dispositivos | Windows > Windows | Windows dispositivos > R61914069

© R61914069 | Consulta de dispositivo

Propriedades

Visio geral
O visio gera 0 pesquisa

~ Gerenciar
v

opriedades
~ Monitorar
Gerenciador de recursos
B Hardware
Aplicativos descobertos

Conformidade do
dispositivo

Configuragéo do
dispositivo

Configuragéo de
aplicativos

Senha de administrador
local

Chaves de recuperagio
Experiéncia do usuério
Diagnéstico do dispositivo
Associagdes de grupo
Aplicativos Gerenciados
Avaliagio de filtro
Registro

I Corregdes (visualizagio)

Consulta de dispositivo

Biosinfo

Certificate

Cpu

DiskDrive

EncryptableVolume

Filelnfo

LocalGroup

LocalUserAccount

LogicalDrive

Memorylnfo

OsVersion

Process

SystemEnclosure

Systeminfo

Tom

WindowsAppCrashEvent

WindowsDriver

WindowsEvent

WindowsQfe

@ Consultar com o Copilot

Introducdo  Resultados

Consulte as propriedades desse dispositivo sob demands, com base nas propriedades do dispositivo, do aplicativo e do gerenciamento. Consulte usando as propriedades fornecic

Pré-requisitos
Para usar a consulta de dispositivo em seu locatario, vocé deve ter uma licenga que inclua o Microsoft Andlise avancada do Microsoft Intune. Para usar a consulta de dispositivo er

Banco de dados Kusto
Saiba mais sobre a Linguagem de Consulta Kusto

Saiba mais sobre entidades que vocé pode consultar

Saiba mais sobre operadores comuns para Linguagem de Consulta Kusto
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Device Query with Copilot (Preview)

* Assists administrators in using the device query by
accepting a natural language request and
converting it to a KQL query

* Available only when the managed device is
selected.

* Uses the same Copilot user interface interaction as
the existing preview

* Displays only valid and executable queries
available in Intune today

* Doesn't respond to anything unrelated to the device

query
* Usethe community query store for more examples.



https://github.com/ugurkocde/IntuneDeviceQuery
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Demo:

Query of selected
device with Copilot-
assisted in Intune




Multi-device query with Copilot-assisted in Intune

Natural Language

Create complex queries with ease
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Demo:

Query for multiple
devices with
Copilot in Intune




Top feedback "Insights”

1. Help with NIST/CIS baseline

o  Copilot for Intune to be able to reference PCl compliance standards
such as NIST and HIPPA.

2. Prompt to create a report
o "All devices that failed X deployment"

3. Help Remediation Scripts
o Analyze & Write




Thank You!

* We appreciate your
participation today.

* Your questions are welcomed.

* Let's discuss any final
thoughts or feedback.




Part . .
sjt;r:?t; Designated Designated
SME Reviews SME Engages
SME Form
. How to request a SME:

Fillin SME Form onthe Community
Portal

Designated SMEs help Designated SMEs aim to Pleage prowdg a 'clear and
resolve deployment concise description of your

. make contact within 3 days . .
challenges with partners; . y situation and needs for a
of assignment.

not for staff augmentation. faster response.

For any break/fix issues,

please contact the support Limit each request to one
team instead of sending topic or product.
requests.

We value your feedback
and suggestions for
improving our products.



https://fasttrack365.powerappsportals.com/
https://fasttrack365.powerappsportals.com/
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